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Abstract: In the expanding landscape of artificial intelligence, scaling model training to accommodate larger
and more intricate neural networks and datasets is imperative. This study addresses the scaling issue by
employing Distributed Data Parallel (DDP) frameworks to enhance the training of deep learning models,
specifically focusing on the generation of synthetic fingerprints. Utilizing DDP enables efficient management of
vast datasets essential for training generative models, ensuring comprehensive coverage of the variability
inherent in fingerprints. Moreover, the application of DDP in fingerprint generation not only expedites the
training process but also enhances data security by distributing computation across multiple nodes. The
effectiveness of DDP is demonstrated through substantial improvements in training efficiency, as evidenced by
reduced training times and balanced Graphics Processing Unit (GPU) utilization rates. However, the study
reveals challenges in GPU underutilization with larger batch sizes, indicating opportunities for optimizing
resource allocation. Advances in Deep Convolutional Generative Adversarial Network (DCGAN) architecture is
also discussed, highlighting the model's capability to create realistic synthetic fingerprints and suggesting a

future focus on algorithmic adaptability and network sophistication.
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1. Introduction

In today's world of artificial intelligence and machine learning, the ability to scale up model training is
increasingly important as both the models and the data they use get larger and more complex [1-3]. Distributed
model training has become essential for dealing with these challenges. Artificial Intelligence (AI) models,
especially those in the deep learning realm, have evolved to become more complex, with larger architectures and
increased data requirements [4—6]. This development is motivated by advances in the biological domain, which
has seen substantial progress in recent years [7—13]. These models now have billions of parameters and are
trained on huge datasets. Traditional training methods that rely on a single computer are no longer sufficient.
Distributed model training has become crucial for effective learning. It splits the training workload across
several computers, cutting down the time needed to train models and making it possible to manage data volumes

that a single machine couldn't handle alone.
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Among the various strategies for distributed training, Distributed Data Parallel (DDP) stands out as a robust
framework designed to optimize and accelerate the training process [14]. DDP works by replicating the neural
network across multiple GPUs or nodes, each of which processes a subset of the data. Gradients from each node
are then aggregated to update the models synchronously, ensuring consistency and improving the speed of
convergence. This method not only enhances the training efficiency but also scales effectively as more
computational resources are added, making it highly suitable for extensive neural network applications.

Fingerprint recognition is a biometric method used to identify individuals based on the unique patterns of
ridges and valleys on their fingertips [15,16]. This technique has been in use for over a century, and it remains
one of the most widely recognized and reliable forms of biometric identification. The importance of fingerprint
recognition lies in its uniqueness; no two individuals, even twins, have identical fingerprints, making it an
incredibly secure and accurate method of verifying identity. It is extensively used in various security
applications, ranging from law enforcement and forensic science to consumer electronics like smartphones and
access control systems. The ability to quickly and accurately verify a person's identity using their fingerprints
makes it indispensable for enhancing security and preventing fraud in both the public and private sectors.

In this field, there are two primary applications: Fingerprint Verification (FPV) and Fingerprint
Identification. FPV involves one-to-one matching, where a specific fingerprint is checked to confirm if it
matches the one that has been previously registered as authentic. For instance, in a system accessible to persons
A, B, C, and D, each user would be assigned a unique ID. If person A wants to access the system, his or her
fingerprint would be compared only to the fingerprint linked to person A's ID. This process is known as FPV. On
the other hand, in fingerprint identification, individual IDs are not assigned. Instead, anyone attempting to
access the system would have their fingerprint compared against the entire database of authenticated
fingerprints, which includes those of persons A, B, C, and D. This method is used for identifying the user from a
group of authorized individuals.

Over the past decade, Convolutional Neural Networks (CNNs) have significantly advanced various
computer vision and pattern recognition tasks, including Maritime image analysis. In [17], researchers employed
a patch-based Siamese CNN alongside Gradient-weighted Class Activation Mapping (Grad-CAM) to
demonstrate how CNNs can autonomously learn to recognize the critical minutiae points essential for fingerprint
matching. Furthermore, in [18], a specific CNN called FingerNet enhanced processing techniques and achieved
superior matching accuracy. Additionally, in [19], a new CNN known as minutiaeNet was introduced,
integrating two sub-networks, CoarseNet and FineNet, to improve performance. This integration led
minutiaeNet to become one of the leading algorithms in terms of precision and recall. However, training in a
deep learning-based fingerprint recognition model requires a lot of images. The number of fingerprints in the
current databases is very limited. In this case, generation of fingerprints can be considered as a possible solution.
Fingerprint generation is a field where Al has had a transformative impact, offering new ways to create
biometric models that are both unique and difficult to replicate. Traditional methods of fingerprint analysis and
synthesis often require intensive computational efforts and are limited by the quality and quantity of fingerprint
data available. However, with the implementation of Al-driven techniques, particularly through the use of
generative adversarial networks (GANSs), the process of generating high-quality fingerprint images can be
significantly improved. GANs involve a dual-network architecture where one network generates candidates and
the other evaluates them, promoting a continuous enhancement in the quality of generated fingerprints.

The application of distributed training methods like DDP to fingerprint generation has several compelling
advantages. First, it allows for the handling of datasets of fingerprint images, which is crucial for training robust
generative models. The ability to process large volumes of data ensures that the diversity and variability in
fingerprints are adequately captured, leading to models that can generalize well across different populations and
scenarios. Additionally, distributed training facilitates quicker iteration cycles, enabling researchers and
practitioners to refine models more rapidly and deploy them in practical applications, such as secure biometric
authentication systems. Moreover, in the context of security and privacy, distributed training can also provide an
added layer of data protection. By decentralizing the data processing, sensitive information can be handled

locally, reducing the risk of data breaches that could occur if all data were processed on a single server.
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Incorporating model compression techniques can be pivotal in this context, which this article aims to
explore further. Model compression not only reduces the computational demands and storage requirements of
deploying deep learning models on resource-constrained devices, it also enhances the efficiency of processing
large datasets typical of the telecom industry. By applying these techniques, telecom companies can leverage
advanced data analytics for customer segmentation and retention strategies more effectively, enabling faster and
more cost-efficient decision-making processes that are crucial for maintaining competitive advantage in a
rapidly evolving market.

This paper is structured as follows: section 2 details the related works of fingerprint recognition and
generation. Subsequently, section 3 provides the workflow of the proposed method. The experimental results
and corresponding discussion are provided in section 4. Finally, section 5 provides a comprehensive conclusion

of this paper.

2. Literature Review
2.1. Fingerprint recognition

Fingerprint recognition methods fall into two main categories: traditional image processing and modern
deep learning algorithms. Traditional image processing techniques have seen numerous developments over the
past decades. For example, Kaur et al. introduced a fingerprint matching system that includes a minutiae
extractor and matcher [20]. This method follows several specific steps: data preprocessing, minutiae extraction
and matching, and data post-processing, with experimental results affirming its effectiveness. Khan et al.
developed a robust matching technique that uses multiple thresholds to improve image quality before
binarization and minutiae extraction using a 3x3 window [21]. Jea et al. introduced a method that utilizes
localized secondary features from relative minutiae data, employing a flow network-based technique for
matching these features effectively [22]. Tan et al. introduced a fingerprint scheme based on the genetic
algorithm that showed good performance on the NIST-4 fingerprint dataset [23]. Raja et al. presented a
fingerprint recognition method called Fingerprint Recognition based on Minutiae Score Matching (FRMSM),
which involves a block filter for fingerprint thinning to maintain image quality and extract detailed features [24].

Despite their successes, traditional fingerprint matching techniques face several challenges that limit their
practical application. Firstly, they are highly sensitive to the quality of the fingerprint image, where poor-quality
images often lead to inaccurate or false matches. Secondly, they struggle with variations in fingerprint images
caused by changes in orientation, pressure, or moisture content on the finger, making them less adaptable to
different scenarios. Thirdly, traditional methods are not suited for large-scale applications, such as biometric
authentication systems that need to match fingerprints against extensive databases. Fourthly, these methods are
vulnerable to spoofing attacks, where attackers attempt to deceive the system with fake fingerprints. Finally,
traditional approaches often require specialized hardware like high-resolution fingerprint scanners, which are
expensive and can limit system scalability.

Given the limitations of traditional fingerprint recognition methods, deep learning algorithms have emerged
as a promising alternative in recent years. Deep learning focuses on developing algorithms inspired by the
structure and functionality of the human brain, notably through models such as Convolutional Neural Networks
(CNNs), which are widely used in various computer vision tasks including biometric recognition.

Recent research in fingerprint recognition has explored the potential of CNNs. For instance, Zeng et al.
developed a residual network to extract local features from fingerprint images, enhancing the structure of the
CNN. This network uses Cross-Entropy and Contrast-Loss functions for training and employs the K-means++
algorithm to stabilize feature extraction, ultimately improving recognition performance for certain fingerprints
[25]. Deshpande et al. introduced an efficient fingerprint authentication model using a deep CNN with fifteen
layers, structured in two phases: the preparation stage, which includes image collection, augmentation, and pre-
processing, and the feature extraction and matching stage, leading to optimal matching performance [26].

Su et al. adopted a deep learning method for pore extraction on fingerprints, utilizing CNNs for feature

learning and classification. Their study also introduces a novel affine Fourier moment-matching (AFMM)
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technique that addresses both local and global linear distortions by matching and fusing scores from different
fingerprint features [27]. Additionally, Wu et al. proposed a method for recognizing fouled and damaged
fingerprints using a CNN-based algorithm called Central Block Fingerprint and Fuzzy Feature Points
Fingerprint (CBF-FFPF). This method combines sub-blocks centered on the fingerprint core from thinned
images with a fuzzy graph of feature points to achieve effective recognition rates [28].

While these deep learning approaches have shown promise in fingerprint identification, they still require
further refinement to match the accuracy of traditional minutiae point matching. A significant challenge is the
lack of sufficient data, as privacy concerns make it difficult to collect fingerprints compared to other biometric
data like facial images. Enhancing the volume of data available is critical, as it would allow deep learning

models to capture more feature information and improve their predictive capabilities.

2.2. Fingerprint generation

In the realm of fingerprint generation, deep learning models have shown potential, similar to their
applications in fingerprint matching. For example, Fahim et al. used a combination of residual networks and
spectral normalization to create fingerprints [29]. Their method, featuring average residual connections, was
more effective in preventing vanishing gradients compared to traditional residual connections. Spectral
normalization helped stabilize weight variation within the network. They also used the Multi-scale Structural
Similarity (MS-SSIM) metric to evaluate the diversity of the generated samples, indicating that their approach
could produce a varied set of images while reducing the risk of mode collapse.

Minaee et al. developed a machine learning framework based on Generative Adversarial Networks (GANs),
enhancing it with a specific regularization term in the loss function. The model's performance was measured

using the Frechet Inception Distance (FID), showing significant quantitative improvements [30].

3. Method
3.1. Dataset Preparation
The FVC2002 and FVC2004 competitions are notable events in the field of fingerprint matching. Across

these two competitions, a total of eight fingerprint databases were compiled. Each database contains 800
fingerprint images from 100 different individuals, providing a substantial resource for analysis and study. It's
important to highlight that this research specifically utilizes the genuine fingerprint databases: FVC 2002 DBI,
FVC 2002 DB2, FVC 2002 DB3, FVC 2004 DBI1, FVC 2004 DB2, and FVC 2004 DB3. The synthetic
databases, FVC 2002 DB4 and FVC 2004 DB4, are excluded from this study. Consequently, the datasets
employed here comprise 4800 fingerprint images across the six mentioned databases. Figure 1 in the document

displays sample images from these collected datasets.

e
7T

Figure 1. The sample images of the collected datasets.
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3.2. Deep Convolutional Generative Adversarial Network (DCGAN)-Based Fingerprint Generation

GAN:S, or Generative Adversarial Networks [31,32], are a type of deep learning model that creates synthetic
data similar to an existing dataset. These networks consist of two parts: the generator and the discriminator, as
illustrated in Figure 2. The generator starts with random noise to produce new data samples. The discriminator
then evaluates these samples alongside real data, determining whether each piece of data is real or fake. During
training, the generator tries to fool the discriminator into accepting the synthetic data as real. At the same time,
the discriminator works to tell the real data from the fake more accurately. The goal for the generator is to get
better at making data that looks like the real thing, while the discriminator aims to get better at spotting the
fakes. This competition drives the generator to create more and more convincing data over time. Eventually,
GANSs can generate new data that closely mimics the original, useful for tasks like creating images, composing

music, and processing language.

Fake

Random noise

Discriminator

7 Real

Figure 2. The workflow of GAN.

GANSs are well-known for their capability to produce high-quality, varied, and intricate data. They are used
in many applications such as creating art, enhancing datasets, and transferring styles. However, traditional GAN
models often face a problem known as mode collapse during training. This issue can cause the generation of
images to fail. Additionally, GANs come with other challenges, such as unstable training, sensitivity to changes
in settings (hyperparameters), and unreliable outcomes in terms of convergence. However, traditional GANs
often face several issues, such as training instability, mode collapse (where the generator produces limited
varieties of outputs), and difficulties in convergence. DCGAN, or Deep Convolutional Generative Adversarial
Network, is a variant of the basic GAN that primarily incorporates convolutional and convolutional-transpose
layers in the generator and discriminator, respectively. This structure is inspired by the deep convolutional
networks commonly used in image analysis, which makes DCGAN particularly effective for tasks involving
images. DCGAN addresses these problems by incorporating convolutional layers in both the generator and
discriminator, which helps in stabilizing the training process. It also uses techniques like batch normalization
and leaky ReLU activations to ensure a smoother gradient flow and more stable distribution of activations
throughout the network. These modifications make DCGAN more robust and capable of generating higher

quality images, while significantly reducing the risk of mode collapse and improving the overall training

dynamics.
Real 1
— — — — Or
Fake 0
Random noise Generator Generated Fingerprint Image Discriminator

Figure 3. The workflow of DCGAN for fingerprint generation.
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In this study, the proposed DCGAN model shown in Figure 3 consists of two main components: a generator
and a discriminator. The generator begins with a 200-dimensional vector drawn from a random normal
distribution. This vector is first expanded through a fully connected layer into a 65, 536-dimensional vector.
After this expansion, the vector passes through a batch normalization layer and is activated using a leaky ReLU
function. The result is then reshaped into a 16x16x256 structure. This structure is processed through several two-
dimensional deconvolution layers and batch normalization layers, which are applied in a sequence. During this
sequence, the structure undergoes two iterations where the number of channels is reduced sequentially (64, then
32). A final deconvolution layer then transforms this output into a 256x256x1 image that matches the
dimensions of the original input image.

For the discriminator, the process starts with the generated image being processed by two convolutional
layers, each followed by a ReLU activation function. The output from these layers is flattened into a one-

dimensional vector, leading to a final prediction that classifies the image as either true or false.

3.3. Distributed Data Parallel
This study uses the DDP to enhance the efficiency and scalability of training DCGAN models across

multiple computing devices. DDP operates by replicating the model across multiple GPUs where each device
contains a complete copy of the model. During training, the dataset is divided into smaller batches, and each
batch is processed by a different GPU. This distribution allows simultaneous computations, vastly improving
training speed and efficiency. One of the key features of DDP is the synchronization of gradients across all
devices. After each forward and backward pass, DDP aggregates the gradients from all GPUs to update the
model parameters consistently. This synchronization ensures that each model replica converges towards the
same solution, maintaining model accuracy and integrity despite the distributed nature of the training.

DDP utilizes efficient communication strategies, such as ring-reduce or all-reduce algorithms, to minimize
communication overhead between GPUs. These algorithms optimize the way data is transferred across the
network, reducing the time spent on data exchanges and maximizing the computational work performed during
training. The choice of algorithm can depend on the specific network architecture and the number of GPUs

involved, aiming to achieve the best possible performance.

3.4. Implementation Details

In this research, the configuration of the DCGAN model involves carefully selected parameters to optimize
performance and ensure effective learning. The choice of Binary Crossentropy [33] as the loss function is
strategic for handling the binary classification nature of the discriminator's output in determining whether
images are real or generated. We have set the training to run for 3000 epochs, allowing the model ample time to
converge and learn detailed features from the data. The optimizer used is Adam, known for its efficiency in
handling sparse gradients and its adaptive learning rate capabilities, which is set at a very low value of 0.00001
to prevent overshooting during training updates. Additionally, the entire training process is accelerated using
multiple RTX 3080 GPUs. This hardware choice not only speeds up the computations necessary for training the
deep learning model but also supports the extensive data handling required by the large networks of the

DCGAN, especially given the high-dimensional transformations involved in the generator and discriminator.

4. Results and Discussion
4.1. The Performance of the Model

Figure 4 represents the outputs of a DCGAN over time as it learns to generate fingerprint images. Initially,
at epoch 0, we see a uniform gray square where the model begins without any learned features or patterns. This
image signifies the starting point of the model's knowledge—essentially a blank canvas from which it must learn
to create a complex structure.

By epoch 10, the network began to understand the fundamental components of fingerprint patterns. We can

see the emergence of curving lines and ridges that are characteristic of a fingerprint. However, the image is still
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blurry and lacks definition. The patterns are somewhat repetitive and lack the uniqueness and clarity of genuine
fingerprints. At this stage, the generator is starting to apply the foundational knowledge it has learned about
fingerprint structures, while the discriminator is learning to differentiate these early attempts from real
fingerprint images.

Fast forward to epoch 500, and the transformation is remarkable. The image now shows a well-defined and
clear fingerprint, with the intricate loops and whorls that we would expect to find in a real print. The ridges and
valleys are distinct, and the image has a realistic texture and depth. This significant improvement is the result of
the adversarial process, where the generator and discriminator have been in a constant tug-of-war, refining their
abilities with each iteration. The generator has become adept at crafting images that mimic the intricacies of real
fingerprints, and the discriminator has pushed it to this level of proficiency by getting better at identifying fake
prints.

This progression demonstrates the DCGAN's powerful capability to generate realistic synthetic data. Not
only does this have implications for technology that relies on biometric security, but it also shows potential for
use in forensic science, where high-quality fingerprint images are necessary for identification and analysis. More

examples of generated fingerprint images using DCGAN model are provided in Figure 5.

Epoch: 0 Epoch: 10 Epoch: 500

Figure 4. The visualization of generated fingerprint images during the training process based on the DCGAN model.

Figure 5. More examples of generated fingerprint images using DCGAN model.

Table 1 presents for the DCGAN model, which does not use data parallelism, the table shows a training time
of 17 minutes and a GPU utilization rate of 67%. In contrast, the DDP-based DCGAN model, which employs
two GPUs for data parallelism, has a reduced training time of 10 minutes. The GPU utilization rates for the
DDP-based model are listed as 54% and 51%, which likely correspond to the utilization rates for each of the two
GPUs used. The information suggests that by using DDP to distribute the workload across two GPUs, there is a
significant improvement in training efficiency, reducing the time required by almost half. However, it also
shows a lower utilization rate for each GPU, which is a common occurrence in distributed computing scenarios

where the workload is spread across multiple processors.
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Table 1. Comparison of DCGAN and DDP-based DCGAN model.

Model (data parallel) Time (min) GPU Utilization rate
DCGAN 17 67%
DDP-based DCGAN (two GPUs) 10 54%,51%

Figure 6 illustrates the relationship between batch size and GPU utilization during the training of a deep
learning model. The x-axis represents the batch size, with values ranging from 8 to 256, while the y-axis denotes
the GPU utilization percentage, starting from 67% and gently declining to 51% as the batch size increases. This
diminishing utilization rate with larger batches could imply that the GPU has more processing power than what
is required for larger batches, leading to underutilization. This information can be critical for optimizing GPU
performance and ensuring efficient use of computational resources during model training. The optimal batch
size for maximum GPU efficiency appears to be between 8 and 32, beyond which the benefits of increased batch
size do not proportionately leverage the available GPU power. The decrease in GPU utilization with larger batch
sizes is likely due to how GPUs handle parallel processing. GPUs excel when they can perform many tasks at
once, which happens with smaller batch sizes. However, as batch sizes get larger, each task can take up more
GPU resources, leading to a situation where there's not enough work for all GPU cores at once or memory

bandwidth becomes a bottleneck. This means the GPU isn't used to its full potential, and utilization goes down.

100 GPU Utilization vs. Batch Size
80

N

401

GPU Utilization (%)

20

0 50 100 150 200 250
Batch Size

Figure 6. The correlation of batch size and GPU utilization.

4.2. Discussion

The results we are seeing with DCGANSs are definitely encouraging, but we have still got some work to
implement. Even though the fingerprints it's creating look more and more like the real thing, they're not quite
perfect yet. They're missing those little quirks that make real fingerprints unique, and we need to get those right,
especially for high-security uses where accuracy is everything using some possible advanced methods [34—-37].
It should be also to think about the right way to use this technology to make sure it's not misused. On the tech
side of things, using DDP to train these networks is making things a lot quicker, especially with two GPUs. It's
great at sharing the work and speeding up the process. But when we use bigger batches of data, the GPUs aren't
working as hard as they could be, which means we might not be using our resources the best way we can. It's
like we need smarter systems that can figure out the best way to keep the GPUs busy combined with some
advanced hardware systems [38—44].

Looking ahead, we need to get better at finding the sweet spot between the size of the data batches and how

much work the GPUs are doing. Also, if we can make DDP smarter about how it hands out the work, we could
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train even more complex networks without wasting time or power. As we keep improving how DCGANs are
built and trained, we might try out new structures for the networks or mix different types together to get the best
results. And imagine if DDP could learn on the fly how to handle different amounts of work—that would really
shake things up. Getting these things right won't just make the training process better; it could make DCGANs

useful for all kinds of new jobs that need synthetic data.

5. Conclusion

The findings from this study highlight the vital role that distributed training frameworks play in enhancing
biometric security measures, like the creation of artificial fingerprints using the proposed DCGAN. It can be
found that using DDP not only cuts down on the time it takes to train models but also paves the way for refining
and applying these models more effectively. However, we have hit a stumbling block with how GPUs are used
less as we crank up the amount of data they work with. Looking ahead, it is clear we need to tweak these
training settings to get the most out of our GPUs. The exciting part is thinking about the future—if DDP could
automatically adjust to the amount of data it's given, it would be a game-changer for training the complicated
networks we're working on. This could really push the boundaries of what we can do with DCGANs and the

synthetic data they produce.
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