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Abstract: Financial transaction fraud continues to cause significant losses for institutions and individuals, and
detecting it across different platforms and time periods remains a difficult problem. Most existing detection models
treat transactions as independent records, missing the relational structure that fraud networks inherently exploit. High-
performing models also tend to be opaque, which creates friction with regulatory requirements. In this paper, we
propose a cross-domain Graph Neural Network (GNN) framework that combines Margin Disparity Discrepancy
(MDD)-based domain adaptation with SHAP-based interpretability for financial transaction fraud detection. We
construct a heterogeneous transaction graph encoding account behavior, merchant metadata, and transaction attributes
as node and edge features, train a Relational GCN with MDD alignment to generalize across domains, and use
DeepSHAP to explain individual predictions. On a cross-domain evaluation transferring from PaySim to the IEEE-
CIS Fraud Detection dataset, the proposed framework achieves an F1-score of 0.8743 and AUC-ROC of 0.9412,
substantially outperforming tabular and domain-agnostic GNN baselines. SHAP analysis points to transaction amount
deviation, merchant fraud history, and nighttime activity as the strongest fraud signals—findings that map well to

investigator intuition and are directly actionable.

Keywords: financial transaction fraud detection; graph neural network; domain adaptation; SHAP; interpretable

machine learning

1. Introduction

Financial fraud is a persistent and costly problem across banking, insurance, and payment systems. Global
payment fraud losses exceeded $32 billion in 2023, with card-not-present and online channels driving the bulk
of that figure [1,2]. Vehicle insurance claim fraud adds billions more, distorting premium markets and placing
regulatory pressure on carriers [3,4]. As digital financial channels have multiplied—mobile payments, peer-to-
peer transfers, e-commerce, buy-now-pay-later—fraudsters have gained more entry points while institutions
have simultaneously accumulated richer, higher-dimensional transaction data. That data is, in principle, exactly
what machine learning needs. Whether models can actually exploit it well in practice is a separate question.

For years, fraud detection relied on hand-tuned rules and manually crafted feature pipelines. These systems are
slow to update and tend to lag behind how fraud schemes evolve [5,6]. Machine learning has improved the situation
considerably—decision trees, gradient-boosted models, and ANNSs all learn patterns that static rules miss [7,8]. Our
earlier work showed that combining ANNs with SHAP explanations yields both strong detection accuracy and

meaningful interpretability for vehicle insurance fraud [9], and that MDD-based domain adaptation substantially
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boosts generalizability when the training and deployment distributions differ [4]. That said, all of these approaches
share a structural blind spot: they treat transactions as independent instances. In reality, fraud rarely operates that way.
Fraudsters work through networks of linked accounts, merchants, and payment flows, and those relational patterns
carry information that flat tabular models simply cannot see. More broadly, fraud-screening platforms increasingly
operate alongside sensor-rich and edge-computing systems; advances in graphene/midinfrared and terahertz
detection [10—13] and real-time 3D reconstruction at the edge [14] illustrate the broader pressure to process
heterogeneous, high-throughput signals efficiently.

Graph Neural Networks (GNNs) offer a natural way to model these relational dependencies [15,16]. By
propagating information across transaction graphs—where nodes represent accounts, merchants, and
transactions, and edges encode payment relationships—GNNs can surface coordinated fraud rings and
behavioral anomalies that per-transaction models miss [17, 18]. The challenge is that GNNs are not
automatically portable across domains. A model trained on credit card transactions from one issuer may perform
poorly on a different issuer’s data, because node feature distributions, edge connectivity patterns, and class
proportions all shift [19]. We faced the same fundamental problem in our earlier insurance fraud and face
recognition work [4,20], and the solution there—explicit domain alignment—motivates the approach taken here.

Interpretability is the other major hurdle. Regulations like the EU’s GDPR and the U.S. Equal Credit
Opportunity Act require that automated adverse decisions be explainable [21]. GNNs are not naturally
interpretable—multi-hop message passing makes it hard to trace a prediction back to any specific input feature.
SHAP [22] works well in the ANN fraud setting [9], but applying it meaningfully to GNN outputs requires
accounting for the relational dependencies introduced by message passing, which is a non-trivial extension.

This paper addresses both challenges together. We propose a cross-domain GNN framework for financial
transaction fraud detection built around four contributions: (i) a graph construction methodology encoding
transaction records, account behavioral history, and merchant metadata as a heterogeneous graph; (ii) an R-GCN
encoder with MDD-based domain adaptation that aligns graph embeddings across source and target transaction
domains, extending our prior tabular fraud adaptation work to the graph setting; (iii) a DeepSHAP-based
explanation module providing both global feature importance and local instance-level attributions; and (iv)
cross-domain experiments on PaySim and IEEE-CIS demonstrating consistent performance improvements over
tabular and domain-agnostic GNN baselines.

The rest of the paper is organized as follows. Section 2 reviews related work. Section 3 describes the
proposed framework. Section 4 covers experiments and results. Section 5 discusses findings and limitations, and

Section 6 concludes.

2. Literature Review
2.1. Financial Fraud Detection with Machine Learning

Machine learning has been applied to fraud detection across a wide range of settings—credit card
transactions [23], insurance claims [9, 10], money laundering [24], and account takeover [25], among others.
Gradient-boosted trees like XGBoost and LightGBM have become the dominant choice for tabular fraud data,
largely because they handle heterogeneous features well, tolerate class imbalance through sample weighting,
and offer some transparency through feature importance scores [26]. ANNs have grown in relevance as datasets
have grown larger and feature spaces richer, with deep architectures capable of learning representations that
hand-crafted features miss [7]. Our earlier work showed that pairing an ANN with SHAP explanations can
deliver both detection performance and interpretability in the insurance fraud setting—Wilson et al. [9] noted
that this approach highlights “the importance of incorporating explainability into ML-based fraud detection,
ensuring transparency and trustworthiness in the insurance industry,” and that SHAP analysis enables
investigators to “gain deeper insights into fraudulent claim patterns” and act on them. The same interpretability
principle motivates our extension to GNNSs here.

Cross-domain generalization has received less attention in the fraud literature, though it is a real operational

concern—models trained on one institution’s transaction history often degrade when deployed at another due to
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demographic and behavioral distribution differences [27]. Our prior MDD-based framework for insurance fraud
tackled this head-on. Wilson and Ma [4] reported that their domain-adapted ANN achieved accuracy of 0.7351
versus 0.5328 for the unadapted baseline, with recall jumping from 0.5415 to 0.9578, and attributed the gains to
MDD alignment enabling the model to correctly identify a much larger share of fraudulent claims. We also
explored transfer learning for revenue prediction in online advertising using TrAdaBoostR2 [28], reinforcing
that boosting-based domain adaptation is broadly applicable across financial data problems with distributional
shift. The same validation issue appears in process-based environmental modeling, where field calibration and

model transfer determine whether predictive equations remain reliable outside their development setting [29-32].

2.2. Graph Neural Networks for Fraud Detection

The core intuition behind graph-based fraud detection is straightforward: fraudsters coordinate. They operate
through shared devices, IP addresses, merchant relationships, and account networks, leaving structural
fingerprints that per-transaction features cannot capture [33]. Early graph methods extracted community
detection and centrality features and fed them into traditional classifiers. GNNs improved on this by learning
node representations end-to-end via differentiable message passing. GCNs [34] and GATs [35] have both been
applied to transaction graphs with promising results. GraphSAGE [36] is a particularly practical choice for fraud
detection because it generates inductive embeddings—useful when new accounts and transactions arrive
continuously and retraining from scratch is impractical.

More recent work has moved toward heterogeneous graphs that accommodate multiple node and edge types,
such as bipartite account-merchant graphs [13]. Relation-aware GNNs that separately model different
relationship types—shared device, same IP, co-merchant—have shown further gains on public benchmarks [14].
What remains underexplored is whether these models transfer across transaction domains without explicit

alignment. That gap is the direct motivation for this paper.

2.3. SHAP for Model Interpretability in Finance

SHAP [22] attributes each feature’s contribution to a model prediction as its average marginal effect across
all possible feature subsets, grounded in cooperative game theory. It satisfies three important axioms—Ilocal
accuracy, missingness, and consistency—that many ad hoc importance measures do not. For tree models,
TreeSHAP [37] computes exact SHAP values efficiently. For neural networks, DeepSHAP uses backpropagation
against a background reference distribution to approximate them. In our prior insurance fraud work, we used
DeepSHAP to generate summary plots, dependence plots, force plots, and waterfall plots that revealed which
claim attributes most influenced fraud predictions [9]. Applying SHAP to GNNs is less straightforward, because
message passing aggregates information from neighboring nodes—meaning the model’s input features are not
independent, and naive attribution to node features alone does not capture how relational context shapes the
prediction. Comparable inverse-identification work in materials mechanics also shows that predictions derived
from indirect observations are more useful when the inferred drivers can be traced back to meaningful

parameters [38,39].

3. Methodology
3.1. Transaction Graph Construction

We represent the financial transaction data as a directed heterogeneous graph G = (V,E,XV,XE). Nodes V

consist of three types: account nodes V,, merchant nodes V/

m>

and transaction nodes V,. Edges E connect each
transaction node to its originating account and its destination merchant. Node and edge feature matrices are
denoted X, and X, respectively.

Account nodes carry features reflecting behavioral history: account tenure, transaction frequency over the
past 90 days, mean and standard deviation of transaction amounts, a geographic mobility score (entropy across
merchant locations), and the proportion of transactions occurring at night. Merchant nodes include the merchant

category code, average transaction amount across all customers, observed fraud rate during the training period,
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and a geographic centroid embedding. Transaction nodes encode the amount, time of day as a sine-cosine pair,
day of week, currency, channel (online, in-store, or ATM), and the z-score deviation of the amount from the
account’s historical mean. Edge features capture how many prior transactions have occurred between the
account-merchant pair and how recently the last one happened.

This graph structure lets the model draw on account context and merchant fraud history when assessing individual
transactions—signals that are simply unavailable to tabular models operating on isolated transaction records.

Account node features include the account tenure (days since opening), historical transaction frequency
(transactions per day over the past 90 days), mean and standard deviation of transaction amounts, geographic
mobility score (entropy of merchant location diversity), and night-time transaction proportion. Merchant node
features include the merchant category code (MCC), average transaction amount across all customers, the fraud
rate observed in the training period, and a geographic centroid embedding. Transaction node features include the
transaction amount, time of day (encoded as a cyclical sine-cosine pair), day of week, currency, transaction
channel (online, in-store, ATM), and the deviation of the transaction amount from the account’s historical mean
(z-score normalization). Edge features encode the number of prior transactions between the account-merchant
pair and the elapsed time since the most recent prior transaction.

This graph construction enriches the learning signal beyond individual transaction attributes by enabling the
GNN to learn from the behavioral context of the transacting account and the fraud history of the destination

merchant, as well as the structural position of the transaction within the broader financial network.

3.2. Graph Neural Network Encoder

We use a Relational Graph Convolutional Network (R-GCN) [40] as the GNN encoder, since it handles the
heterogeneous edge types in our transaction graph naturally. At each layer 1, node representations are updated as:

WD =g | w{ORD 4 EE(MeNr(v))(l/‘Nr(v)|)W,f”h£t” , where r indexes relation types (account-to-

transaction, transaction-to-merchant), N,(v) is the set of neighbors under relation r, and " are relation-specific
weight matrices.

The encoder has three R-GCN layers with hidden dimensions of 128, 64, and 32, each followed by ReLU
activation and batch normalization. The resulting 32-dimensional transaction embeddings are passed to a two-
layer MLP that outputs fraud probability scores. We train with Focal Loss [41] (y =2, a = 0.25) rather than
standard cross-entropy to handle the severe class imbalance—in most fraud datasets, fraudulent transactions

make up well under 1% of records, and standard loss functions tend to underweight them.

3.3. MDD-Based Domain Adaptation for Cross-Domain GNN

To improve cross-domain performance, we integrate MDD-based domain adaptation [42] into the GNN
training pipeline—extending the approach from our tabular insurance fraud work [4] to the graph setting. The
setup is as follows: we have a source transaction graph G, with labeled nodes and a target graph G, whose nodes
are unlabeled during training. The goal is to learn a node encoder f, whose output embeddings are domain-
invariant, so that the classifier trained on G, works reasonably well on G,.

MDD alignment trains a domain discriminator D, to distinguish source from target embeddings, while

adversarially training the encoder to confuse it: L<MDD):E(XNG»)[loqu,(f;,(x) )] +E<X~G,)[ log(l —Dw(f()(x) ) )] -

Y- MargDisp(Dw, fﬁ), where MargDisp measures the margin disparity across domains and y is a weighting term.

The full training loss is L Ly t4-L with L, being the focal cross-entropy on labeled source

total) = (MDDY task)
transactions and A tuned on the validation set.

Adaptation is applied at the final GNN layer before the MLP head, consistent with our prior work [4]. We
first run K-Means clustering on source and target node features to identify matched behavioral clusters, so

alignment happens between comparable groups rather than across arbitrarily mixed distributions.
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3.4. SHAP-Based GNN Interpretability via DeepSHAP
We apply DeepSHAP [22] to the trained GNN-MLP pipeline to generate interpretable fraud explanations.

DeepSHAP backpropagates attribution signals through the network using a background reference distribution to
approximate SHAP values. For the GNN, we treat the transaction node features—amount, time encoding,
channel, z-score deviation, account tenure, transaction frequency, amount statistics, and merchant fraud rate—as
the attribution input space. Message passing incorporates 1-hop and 2-hop neighborhood context into the final
embeddings, so these feature attributions reflect not just the transaction itself but the behavioral signals
aggregated from its network context.

We generate both global feature importance (mean absolute SHAP value across all test transactions) and
local instance-level explanations for individual predictions. Global rankings help investigators understand what
the model is generally responding to. Local explanations support case-by-case auditing—a compliance officer
can reconstruct exactly why a specific transaction was flagged. Summary plots, force plots, and dependence

plots follow the same visualization approach used in our prior insurance fraud work [9].

4. Experimental Results and Discussion
4.1. Datasets and Experimental Setup

We use two publicly available datasets. PaySim [43] is a synthetic mobile money transaction dataset
covering five simulated days, with 6,354,407 total transactions of which 8213 (0.13%) are fraudulent. It serves
as the source domain, split 70/15/15 into training, validation, and test sets. The IEEE-CIS Fraud Detection
dataset [44] contains 590, 540 e-commerce transactions, 20, 663 (3.50%) of which are labeled fraudulent,
spanning a wider range of transaction channels and merchant categories. This is the target domain: 80% of its
records (unlabeled) are used during domain adaptation training, and the remaining 20% (with labels) are held
out for cross-domain evaluation.

For graph construction, we sample 500, 000 transactions from PaySim and 100, 000 from IEEE-CIS,
preserving the fraud-to-legitimate ratio in each case. Features are mapped to a shared 18-dimensional space
across both datasets, as described in Section 3.1. The GNN is trained for 100 epochs using Adam (learning rate
5 x 107, weight decay 1 x 107%). Domain adaptation begins at epoch 20, with A increasing linearly from 0 to 1.
All experiments run on an NVIDIA A100 GPU with 80GB memory.

We compare against five baselines: (1) XGBoost on tabular features; (2) a plain ANN on tabular features,
replicating our prior setup [9]; (3) ANN with SHAP but no domain adaptation; (4) GNN without domain
adaptation; and (5) GNN with MMD-based domain adaptation. Evaluation uses F1-score, AUC-ROC, Precision,
Recall, and False Negative Rate (FNR). In practice, we weight Recall and FNR most heavily—the cost of
missing a fraudulent transaction substantially outweighs the cost of a false alarm.

Table 1 summarizes the cross-domain results. XGBoost performs worst overall—F1-score 0.6231 and FNR
0.4439—which is not surprising given how different the PaySim and IEEE-CIS transaction types are. The ANN
baselines improve modestly on this, with the SHAP-integrated ANN reaching F1-score 0.6879. Notably, adding

SHAP does not hurt predictive performance at all, consistent with what we found in the insurance setting [9].

Table 1. Cross-domain evaluation results on the IEEE-CIS target domain.

Precision Recall
XGBoost (tabular) 0.6231 0.8043 0.7114 0.5561 0.4439
ANN (tabular) 0.6804 0.8319 0.7452 0.6272 0.3728
ANN + SHAP (no DA) 0.6879 0.8351 0.7503 0.6339 0.3661
GNN (no DA) 0.7341 0.8712 0.7918 0.6863 0.3137
GNN + MMD-DA 0.8102 0.9081 0.8534 0.7723 0.2277
Proposed (GNN + MDD-DA + SHAP) 0.8743 0.9412 0.8971 0.8531 0.1469
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The unadapted GNN jumps to Fl-score 0.7341, which is a meaningful step up from any of the tabular
approaches. The graph structure captures account and merchant context that travels better across domains than
raw transaction features. Adding MMD-based domain adaptation pushes this further to 0.8102, confirming that
explicit alignment helps even when the graph already provides some robustness.

The proposed framework (GNN + MDD-DA + SHAP) reaches F1-score 0.8743 and AUC-ROC 0.9412, the best
result across all metrics. MDD outperforms MMD by 6.4 percentage points in F1—consistent with our prior finding
that minimizing the margin disparity provides tighter alignment than matching distribution means [4]. The FNR of
0.1469 means the model catches 85.31% of all fraudulent transactions in the target domain, compared to 63.39% for

the best tabular baseline. For a fraud detection system, that gap is operationally significant.

4.2. SHAP Interpretability Analysis
Table 2 presents the global SHAP feature importance ranking for the proposed GNN model on the IEEE-CIS

target domain test set, listing the top 10 features by mean absolute SHAP value. The transaction amount z-score
deviation emerges as the single most important fraud predictor, with a mean absolute SHAP value of 0.412,
reflecting that fraudulent transactions frequently involve amounts that deviate substantially from an account’s
historical spending pattern. This finding is consistent with domain knowledge, as fraud often involves
unauthorized high-value purchases or systematic small-amount testing transactions that lie outside normal

behavioral envelopes.

Table 2. Top 10 features by global SHAP importance on the IEEE-CIS target domain.

Rank Feature Mean [SHAP Value|
1 Transaction amount z-score deviation from account mean 0.412
2 Merchant category fraud rate (training period) 0.387
3 Account transaction frequency deviation (90-day window) 0.341
4 Merchant category entropy of account's recent transactions 0.298
5 Night-time transaction indicator (22:00-06:00) 0.251
6 Transaction amount (absolute) 0.234
7 Elapsed time since last transaction with this merchant 0.219
8 Account geographic mobility score (merchant location entropy) 0.187
9 Transaction channel (online vs. in-store vs. ATM) 0.163
10 Account tenure (days since opening) 0.142

The merchant category fraud rate ranks second (mean [SHAP| = 0.387). This is a node-level feature that
enters transaction embeddings only through GNN message passing—a tabular model operating on isolated
transactions would never see it. Its high importance confirms that the graph structure is doing real work here,
propagating merchant-level risk signals into individual transaction predictions.

Account transaction frequency deviation ranks third (0.341), reflecting the well-known pattern of account
takeover fraud, where attackers suddenly increase transaction activity. Merchant category entropy ranks fourth
(0.298) —this captures a subtler behavior: fraudsters who probe stolen credentials across diverse merchant
categories to avoid single-category monitoring flags. The night-time transaction indicator (0.251) is unsurprising
to practitioners; fraudulent activity is disproportionately concentrated late at night when cardholders are inactive
and oversight is reduced.

Taken together, these SHAP rankings align well with investigator intuition, which matters for operational
adoption. Fraud analysts can use these insights to refine manual review criteria and monitoring rules, and compliance

officers can point to specific feature attributions when explaining an automated flag to a customer or regulator.
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4.3. Discussion

The results confirm that combining GNN-based relational modeling, MDD domain adaptation, and SHAP
interpretability yields meaningfully better cross-domain fraud detection than any of these components alone.
The 6.4% F1 gain over MMD-based adaptation extends what we observed in the tabular insurance setting [4] to
graph embeddings—MDD’s tighter alignment appears to hold across both data representations. And consistent
with our earlier interpretable ANN work [9], adding SHAP does not cost any predictive performance.

A few limitations are worth noting. The transaction graph is built as a static snapshot, but real fraud
detection operates on continuously evolving streams where new accounts and transactions arrive constantly.
Extending this framework to temporal GNNs [45] that learn from edge timestamps is a logical next step. The
PaySim-to-IEEE-CIS transfer is also a fairly hard case—mobile money and e-commerce transactions differ in
fundamental ways. Testing on more closely related domain pairs, such as two card issuers, would help
characterize how the framework performs across varying degrees of distributional shift. Finally, SHAP here
attributes predictions to node features; subgraph-level explanations that identify specific network motifs—like
the structure of a fraud ring—would give investigators richer information and are a natural extension via
GNNExplainer [46] or PGExplainer [47]. Future versions should also examine resource-efficient training and
multimodal fusion, drawing on recent work in medical imaging, multi-task prediction, dynamic dropout, and

Transformer compression [48—51].

5. Conclusions

We presented a cross-domain GNN framework for financial transaction fraud detection that brings together
MDD-based domain adaptation and SHAP-based interpretability in a single pipeline. On the PaySim-to-IEEE-
CIS transfer task, the framework achieves F1-score 0.8743 and AUC-ROC 0.9412—14.0% ahead of the domain-
agnostic GNN and 25.1% ahead of the best tabular baseline—while cutting the False Negative Rate to 0.1469.
SHAP analysis surfaces transaction amount deviation, merchant fraud history, and behavioral frequency
irregularity as the top predictors, findings that are intuitive to practitioners and usable in day-to-day investigative
workflows. Going forward, we plan to extend the framework to temporal graph settings, test on more closely
matched domain pairs to understand where adaptation gains are largest, and explore subgraph-level explanation

methods that can help analysts identify coordinated fraud ring structures directly from the graph.
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